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A regular expression (shortened as regex or regexp;[...]) is a 
sequence of characters that specifies a search pattern. Usually 
such patterns are used by string-searching algorithms for "find" or 
"find and replace" operations on strings, or for input validation. 
It is a technique developed in theoretical computer science and 
formal language theory. 

https://en.wikipedia.org/wiki/Regular_expression
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Security is freedom from, or resilience against, potential harm 
(or other unwanted coercive change) caused by others. 
Beneficiaries (technically referents) of security may be of 
persons and social groups, objects and institutions, ecosystems 
or any other entity or phenomenon vulnerable to unwanted 
change.

https://en.wikipedia.org/wiki/Security
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Regexes are everywhere (e.g. Web)



Regexes are everywhere (e.g. Web)

• Validate user input

• Browser detection

• Browser extensions
– Chrome Regex Search



Regexes are everywhere (e.g. Web)

• Proxy redirects

proxy_redirect ~^(http://[^:]+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([^/]+)/(.+)$      
           http://$1.example.com/$2;



Regexes are everywhere (e.g. Web)

• Parsing logfiles

• Webserver configuration

location ~* (?<begin>.*myapp)/(?<end>.+\.php)$ {
…
}



Regexes are everywhere (e.g. Web)

• We use Perl. We use 
Regexes everywhere ;-)



Regexes are everywhere (e.g. Web)

• Search for db entries
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Regexes improve Security

• Used to validate user input

• Parse logfiles to identify 
security threats (e.g. fail2ban)

• Used to identify persons/bots
–Browser detection

if ( $username =~ m{\A[a-z]{8,}\z} ) {

   … 

}



Regexes improve Security

• Used to validate user input

• Parse logfiles to identify 
security threats (e.g. fail2ban)

• Used to identify persons/bots
–Browser detection

Regexp::* modules

Data::Validate

Mojolicious::Validator



Regexes improve Security

• Used to validate user input

• Parse logfiles to identify 
security threats (e.g. fail2ban)

• Used to identify persons/bots
–Browser detection

[Definition]

failregex = .* Login failed for host

ignoreregex =



Regexes improve Security

• Used to validate user input

• Parse logfiles to identify 
security threats (e.g. fail2ban)

• Used to identify persons/bots
–Browser detection

    if ( defined $robot_fragment ) {
 
        # Examine what surrounds the fragment; that leads us to the
        # version and the string (if we haven't explicitly set one).
 
        if (
            $self->{user_agent} =~ m{\s*                # Beginning whitespace
                                      ([\w .:,\-\@\/]*  # Words before fragment
                                       $robot_fragment  # Match the fragment
                                       [\w .:,\-\@\/]*) # Words after fragment
                                     }ix
        ) {

From HTTP::BrowserDetect
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reduce



Why?
We develop a debugger for Znuny / ((OTRS)) Community Edition / 
OTOBO / OFORK Postmaster Filters



Why?
Users can upload those filters (regular expressions).

User defined regular expressions – what can go wrong?
     (no matter if the ticket systems are affected)



What black 
hats might 

want...
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They want...

• to execute code on your machine

• access to your machine

• to get data

• high load on your machine



They need to 
identify 

security issues
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The Regex engine
… can have security issues



• Impact depends on the issue

• May lead to data leaks …

• … or application crash …

• … or anything else

The Regex engine
… can have security issues
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• Execute user-defined code 
(and regexes)

• Show detailed error messages 
to user

• ...

The application
… can have security issues, too
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• Regexes can have code 
elements

• Regexes with wrong input can 
lead to DoS → ReDoS

The regex
… can be painful...
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Regex from https://perlgeek.de/blog-en/perl-tips/in-search-of-an-exponetial-regexp.html



• Grouping construct with 
repetition

• Inside the repeated group 
there should appear
–Repetition
–Alternation with overlapping

ReDoS alarm

1) (a+)+
2) ([a-zA-Z]+)*
3) (a|aa)+
4) (a|a?)+
5) (.*a){x}   | for x > 10

Payload: “aaaaaaaaaaaaaaaaaaX”



ReDoS alarm – examples



ReDoS alarm – examples



How to (try to) 
avoid the 
pitfalls
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• Keep your Perl up to date

The Regex engine
… can have security issues



• Check regexes for syntax 
errors

• do not show error messages to 
the public

Avoid information leaks
use v5.24;

use strict;
use warnings;

my $pat = "(a|b)+cd";
my $re = eval {
    qr/$pat/;
};



• User defined regex **should** 
be no problem

• Avoid using "use re 'eval'"

Avoid code execution
use v5.24;

use strict;
use warnings;

my $pat = "a(?{ say 'yes' })";
my $re = qr/$pat/;

 ❯ perl regex_code.pl
Eval-group not allowed at runtime, use 
re 'eval' in regex m/a(?{ say 'yes' })/ 
at regex_code.pl line xx.



• Check user-defined regexes 
for „malicious“ stuff

• Use different regex engine

• Limit execution time

Avoid ReDoS



• Check user-defined regexes 
for „malicious“ stuff

• Use different regex engine

• Limit execution time

Avoid ReDoS

• Send regexes to
–  http://regex.rip
–  http://redos-checker.surge.sh/

●  Most tools do not support full Perl 
regex syntax



• Check user-defined regexes 
for „malicious“ stuff

• Use different regex engine

• Limit execution time

Avoid ReDoS



• Check user-defined regexes 
for „malicious“ stuff

• Use different regex engine

• Limit execution time

Avoid ReDoS



• Check user-defined regexes 
for „malicious“ stuff

• Use different regex engine

• Limit execution time

Avoid ReDoS

• Check with PPI and PPIx::Regexp



Check Regexes with PPI and PPIx::Regexp
my $doc = PPI::Document->new( \'$var =~ m{foo}smx' );
PPI::Dumper->new( $doc )->print;

PPI::Document
  PPI::Statement
    [...]
    PPI::Token::Regexp::Match  'm{foo}smx'



Check Regexes with PPI and PPIx::Regexp
my $doc = PPI::Document->new( \'$var =~ s{foo}{bar}smx' );
PPI::Dumper->new( $doc )->print;

PPI::Document
  PPI::Statement
    [...]
    PPI::Token::Regexp::Substitute  's{foo}{bar}smx'



Check Regexes with PPI and PPIx::Regexp
my $doc = PPI::Document->new( \'$var = qr/test/' );
PPI::Dumper->new( $doc )->print;

PPI::Document
  PPI::Statement
    [...]
    PPI::Token::QuoteLike::Regexp  'qr/test/'



Check Regexes with PPI and PPIx::Regexp
my $perl_code = q!
    my $var = 'hello foo';
    $var =~ m{foo}smx;
    $var =~ s{foo}{bar}xms;

    $var = qr/hello/;
!;

my $doc = PPI::Document->new( \$perl_code );
PPI::Dumper->new( $doc )->print;

my $regex_nodes = $doc->find( sub {
    $_[1]->isa( 'PPI::Token::QuoteLike::Regexp' ) ||
    $_[1]->isa( 'PPI::Token::Regexp::Match' ) ||
    $_[1]->isa( 'PPI::Token::Regexp::Substitute' )
});



Check Regexes with PPI and PPIx::Regexp
my $re = PPIx::Regexp->new( 
    '/^(?{ say "yes" })(?:a+|aa+)+$/smx'
);

PPIx::Regexp::Dumper->new( $re )
    ->print();

PPIx::Regexp failures=0
  PPIx::Regexp::Token::Structure ''
  PPIx::Regexp::Structure::Regexp / ... /
    PPIx::Regexp::Token::Assertion '^'
    PPIx::Regexp::Structure::Code (? ... )
      PPIx::Regexp::Token::Code '{ say "yes" }'
    PPIx::Regexp::Structure::Modifier (?: ... )
      PPIx::Regexp::Token::Literal 'a'
      PPIx::Regexp::Token::Quantifier '+'
      PPIx::Regexp::Token::Operator '|'
      PPIx::Regexp::Token::Literal 'a'
      PPIx::Regexp::Token::Literal 'a'
      PPIx::Regexp::Token::Quantifier '+'
    PPIx::Regexp::Token::Quantifier '+'    
  PPIx::Regexp::Token::Modifier 'smx'



Check Regexes with PPI and PPIx::Regexp
my $perl_code = q!
    my $var = 'hello foo';
    $var =~ m{foo}smx;
    $var =~ s{foo}{bar}xms;

    $var = qr/hello/;
!;

my $doc = PPI::Document->new( \$perl_code );
PPI::Dumper->new( $doc )->print;

my $regex_nodes = $doc->find( sub {
    $_[1]->isa( 'PPI::Token::QuoteLike::Regexp' ) ||
    $_[1]->isa( 'PPI::Token::Regexp::Match' ) ||
    $_[1]->isa( 'PPI::Token::Regexp::Substitute' )
});



Check Regexes with PPI and PPIx::Regexp
for my $re ( @{ $found || [] } ) {
    my $pattern = $re->content;

    my $ppi_re = PPIx::Regexp->new( $pattern );

    warn "Skip Regex" if $ppi_re->find_first( 'PPIx::Regexp::Structure::Code' );
}



Check Regexes with PPI and PPIx::Regexp
my $qr = qr/
    ^(?&TEST)$
    (?(DEFINE)
        (?<TEST>test)
    )
/xms;

my $re2 = PPIx::Regexp->new( "$qr" );
PPIx::Regexp::Dumper->new( $re2 )
    ->print();

PPIx::Regexp failures=1
  PPIx::Regexp::Token::Unknown '(?^msx:
    ^(?&TEST)$
    (?(DEFINE)
        (?<TEST>test)
    )
)'Tokenizer found illegal first characters



• Check user-defined regexes 
for „malicious“ stuff

• Avoid Backtracking

• Limit execution time

Avoid ReDoS



• Check user-defined regexes 
for „malicious“ stuff

• Avoid Backtracking

• Limit execution time

Avoid ReDoS

• Check if you can use a regex 
engine without backtracking (e.g. 
Google‘s RE2)

• Avoid Backtracking Perl regexes

• Other engines might not support 
the features you need



Use RE2 engine
my $length  = 25;
my $string  = "a" x $length;
my $pattern = '(.*){1,200}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

{
    use re::engine::RE2;
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}



Use RE2 engine
my $length  = 25;
my $string  = "a" x $length;
my $pattern = '(.*){1,200}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

{
    use re::engine::RE2;
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}



Use RE2 engine
my $length  = 25;
my $string  = "a" x $length;
my $pattern = '(.*){1,200}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

{
    use re::engine::RE2;
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}



Use RE2 engine
my $length  = 25;
my $string  = "a" x $length;
my $pattern = '(.*){1,200}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

{
    use re::engine::RE2;
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

 ❯ perl regex_redos.pl
It took 4.11798501014709 seconds
It took 0.000406980514526367 seconds



Use RE2 engine
my @pattern = (
    '(.*){1,200}[bc]',
    '(.*){1,32000}[bc]',
);

use re::engine::RE2;

for my $pattern ( @pattern ) {
    my $re = qr/$pattern/;
    say $pattern, ": ", 
        ( $re->isa('re::engine::RE2') ? 'yes' : 'no' );
}



Use RE2 engine
my @pattern = (
    '(.*){1,200}[bc]',
    '(.*){1,32000}[bc]',
);

use re::engine::RE2;

for my $pattern ( @pattern ) {
    my $re = qr/$pattern/;
    say $pattern, ": ", 
        ( $re->isa('re::engine::RE2') ? 'yes' : 'no' );
}

 ❯ perl re2.pl
(.*){1,200}[bc]: yes
(.*){1,32000}[bc]: no



Avoid Backtracking in Perl
my $re     = qr/(a|a+)+[bc]/xms;
my $string = ('a' x 26);

say "yes" if $string =~ $re;



Avoid Backtracking in Perl
my $re     = qr/(a|a+)+(*COMMIT)[bc]/xms;
my $string = ('a' x 26);

say "yes" if $string =~ $re;



• Check user-defined regexes 
for „malicious“ stuff

• Avoid Backtracking

• Limit execution time

Avoid ReDoS

• Use $SIG{ALRM} to interrupt regex 
execution



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    $string =~ /(?{ alarm 2 })$pattern/;
    1;
} or warn $@;
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Regex from https://perlgeek.de/blog-en/perl-tips/in-search-of-an-exponetial-regexp.html



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    $string =~ /(?{ alarm 2 })$pattern/;
    1;
} or warn $@;



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    $string =~ /(?{ alarm 2 })$pattern/;
    1;
} or warn $@;



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    alarm 2;
    $string =~ /$pattern/;
    1;
} or warn $@;



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    $string =~ /(?{ alarm 2 })$pattern/;
    1;
} or warn $@;



Limit execution time
use Time::HiRes qw(time);

my $string  = "a" x 25;
my $pattern = '(.*){1,32000}[bc]';

{
    my $start = time;
    $string =~ /$pattern/;
    say sprintf "It took $duration seconds", (time-$start);
}

eval {
    local $SIG{ALRM} = sub { die "Regex took too long" };
    $string =~ /(?{ alarm 2 })$pattern/;
    1;
} or warn $@;

 ❯ perl regex_redos.pl
Regex took too long at regex_redos.pl 
     line 15.
It took 4.08752989768982 seconds



There‘s no 
such thing as 
100% security

GPW 2021, Renée Bäcker



… but you can 
try to get as 

close as 
possible
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Thank you!
Questions?

Slides available at https://gitlab.com/perl-academy/talks/2021/gpw/
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